GDPR STATEMENT

GDPR

What are we doing
about it?
On May 25th 2018 the new General Data Protection Regulations (GDPR) legislation came into force. The
GDPR imposes new rules on organisations who offer goods and services to people in the European Union
(EU), or who collect and analyse data tied to EU residents.

SECURITY & RELIABILITY

Security & Reliability
“How safe is my data?”
It is an entirely reasonable question. We are not only talking about data that is very personal but, in most
cases, very sensitive. If you were to put this information into a system that was not secure and run the risk of
losing this data if even maliciously accessed by someone, then your job would be on the line. Even worse,
you might be opening up your organisation to legal action. So first, and foremost, please rest assured – we
understand how important the security of your data is. Data protection and security is very much our
priority, and the safety of your data governs every development decision we make. We take no steps back
when it comes to security. We not only believe that we have a legal responsibility to ensure the safety of your
data but also a moral one. We protect your data, frankly, because it is the right thing to do. This document
outlines the steps we take to ensure that you can use our systems with confidence, and the processes we put
in place to ensure this trust is well placed.
From your computer to us
The journey of your data starts with you. We allow the functionality for our customers to choose single signon if they wish to. However this is only via secure methods that have been developed and fully tested by
SugarCRM. We hold the belief that convenience does not trump security. For customers not choosing single
sign-on, every user must have a password, which we recommend is long and complicated. This bit is down
to you, but we suggest you ask your users and, perhaps more importantly, your users with system Admin
roles, to test their passwords against a recognised and reputable security site. Your users’ username and
password combinations are encrypted as they enter the database. Once you have typed the data into your
system, that is where we start to help with security. While we do not encrypt all data, your login information
gets immediately encrypted in the database. No-one can access your password.
Browser encryption
Long Version: Browser sessions describe how your browser talks to our servers and is the first step in security,
with data flying back and forth. These sessions are encrypted with industry-standard SSL, utilising a 2048
length private key, way beyond what is the industry standard. Our SSL certificates are signed with an SHA-256
RSA algorithm. We only accept connections from browsers with a strong cypher suite, and will not allow weak
encryption for SSL sessions. We are not affected by the Debian weak encryption key problem. We support the
latest TLS 1.2 protocols. We are not vulnerable to POODLE attacks or HEARTBLEED.
Short Version: Our technical team stay on top of the latest security news, and
everything is encrypted in transport to the most recent standards. Given that
the estimated time to hack encryption of this type is significantly longer
than the age of the universe then we are comfortable that your data is safe
on its way to us.
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Physical security of Data
Long Version: Your data is all located on our secure servers right here in the UK, and never leaves the EU. We
are currently undergoing re-accreditation for ISO27001, and we comply with all data protection regulations.
Your data is stored in a secure data centre, with multiple levels of physical security including crash barriers,
complete CCTV coverage, motion sensors, trip lights, state of the art alarms, and roving guards. The centre
has reinforced access doors, digital key storage systems, multiple pin entry systems, electronic and physical
access logging, and an array of other physical security measures designed to stop someone getting into the
building. Even if they do, the servers are all physically and separately secured. The servers are all protected
with a digital gateway which means multiple layers of security requiring different levels of authorisation.
Short Version: Our servers are protected from physical access by everyone. There are only a select few
members of the Enable Team who are allowed physical access to the servers.
Server security
Long version: We do quite a lot to prevent hackers from obtaining access to the server, and indeed to stop
our own staff and vendors from doing things they should not. We are regularly penetration tested by both
external agencies, as well as running our own internal tests. The results of our last test, undertaken in
September 2017, were uniformly positive. We achieve such positive results by;
• Ensuring that the servers are locked down to access only by SSH private/public key combinations.
• Making sure all servers are kept up to date with security patches and updates.
• Permitting access to only those people that need access and even then only to the level they need it.
• Regularly updating a list of those individuals who can access the servers, and ensuring that the
reason for them doing so is still valid.
• Logging every access to the server and reviewing those logs regularly.
Short version: Our machines are kept up to date, patched regularly, and can only be accessed directly from
specific people in specific locations. The only people who can access the servers are the people that need
access to the servers to make sure all systems are running.
Application security
Long version: SugarCRM has been built using PHP, following well documented best practices for secure
application development. We utilise all of SugarCRM’s best practices and documentation for all development
work that we carry out, ensuring that everything follows SugarCRM’s security protocols, the application does
not produce leak error or process information, handles all user input securely, and takes steps to prevent
escalation of permission attacks through missing function-level access control. We also code to avoid CSR
attacks, session attacks, cross-site scripting, SQL injection, and many other nasty little tricks that people play.
We are also cautious with our own internal access levels, and the default position is that only support staff
can access your system, and only with your permission. Other members of the team cannot access your
systems, and our developers are required to develop in a test environment only. All security information,
including session information, is encrypted. All backups are encrypted in both storage and transport.
Short version: We have confidence that our systems and development work is entirely secure, and we
welcome any professional auditing.
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Availability
Long version: Our availability for the last calendar year was 99.95%, which includes time for all new releases
and maintenance etc. We plan to aim even higher this year. We achieve this in a few ways;
• Load-balancing – We now run a multiple instance application, which means all systems are
simultaneously running on multiple servers. If we lose a server, the application stays up.
• Automated scaling – If the application thinks it needs more power to continue to deliver high
performance, it will just add another server to itself. When the demand goes down, it will turn that
server off which means your system will be available when you need them.
• Rolling updates – Updates are rolled out one server instance at a time. This means that, as one server is
being updated, you will automatically be re-routed to another server. This means most server level
updates can be carried out without disturbing clients or taking the system down.
• Multiple Availability zones – Although our servers are in the UK for data protection reasons, they are
housed at numerous secure sites so, even in the event of an entire site going down, systems will stay
operational.
• Backups – Backups are taken every few hours and kept for up to a month. These are held in a secure,
encrypted, manner.
• Development best practises – All our development code is checked by multiple developers in a secure
environment before being pushed to a staging environment. At this point, it is reviewed yet again by
front-end users. This way we aim to catch development issues long before they hit the server live. The
code is tested for security first, performance second, and only then functionality. We take looking after
your data very seriously.
Short version: We do everything we realistically can to ensure your systems will be there when you need
them. On the extremely rare occasion where this is not the case, our development team will be aware of and
looking to resolve the problem, and we will keep you informed.
Office Security
Long version: Our office is equipped with the same level of physical security as our data centre; Electronic
door release system, key cards, locked doors, CCTV, and a custom alarm system. Our machines at our desks
are all password encrypted, and from there, to access the network drives requires another double-password
combination. If we do
have to get data from you, we will use a secure mechanism and ensure all
files are encrypted.
Short version: Worried about someone breaking into the Enable offices?
Don’t be. Even if they sit at our desks they
cannot access your data.
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Here at Enable Technologies we understand the importance of GDPR, and we would like to keep all of
our valued customers informed as to what steps we are currently taking to ensure our compliance.
How does GDPR apply to Enable Technologies?
Due to the nature of our business, the new legislation applies to us a both a Data Controller,
where we handle data on our own behalf, and as a Data Processor, where we handle data on
behalf of our customers.

Definitions
Data Controller - means a person who (either alone or jointly or in common with other persons)
determines the purposes for which and the manner in which any personal data are, or are to be
processed, (e.g. for marketing activities).
Data Processor - in relation to personal data, means any person
(other than an employee of the data controller) who processes the data on behalf of the
controller, (e.g. for our Hosting services).
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What are we doing as a Data Processor?
• We are currently undergoing recertification for ISO27001, due to updating internal processes in
order to align with GDPR. We will then be undergoing six-monthly checks to ensure our continuous
compliance. We are also working towards becoming ISO27018 accredited, to further assure our
clients of our internal processes.
• We will be continuing our regular Live Site Penetration Testing, which will accurately enable us to
assess threat levels, from both internal and external testing facilities.
• We shall be updating our Breach Notification System to notify the local Supervisory Authority within
72 hours of becoming aware of any breaches, as well as informing our customers if the breach is
deemed high risk.
• We have upgraded our Intrusion Detection and Prevention systems and will continue to do so.
• We are currently researching and implementing a compliant Double Opt-In system for all our Data
Subjects, and this solution will be made available to all of our SugarCRM customers upon request.
• We will be introducing procedures to anonymise and/or pseudonymise personal data fields in our
system, as well as to encrypt entire MySQL databases to AES 256. This functionality will be made
available to our SugarCRM customers upon request.
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DATA CONTROLLER

What are we doing as a Data Controller?
• We will be appointing a DPO (Data Protection Officer) internally, as we believe this is appropriate
due to the processing activities that we carry out. We aim to have the required training completed
by the end of this year. Our DPO will also be managing our ongoing ISO compliance.
• We will seek the assistance of a specialist law firm to update all of our Contracts and Privacy Policies.
We shall then be notifying all of our customers of these changes. All of the details of our data
processing activities will also be made available via our website, so those who have agreed to
processing can access the details of these events at any point.
• We will be implementing internal processes that will enable all of our data subjects to be able to
download all of their personal data, rectify their personal data, opt-out of processing and profiling,
and request to exercise their right to erasure.
• We will be reconfiguring user roles and permissions within our own systems, in order to restrict data
processing activities on any personal data. This functionality is available with SugarCRM out-of-thebox and is therefore available for all of our SugarCRM customers.
• We will be assessing if any of the personal data that we hold is deemed to be a high risk in the event
of a breach and if any of the data we hold is defined as a Special Category of Personal Data.
• We will be issuing a questionnaire to all of our hosted customers that will request information on
their compliance, as well as on the categories of data that they hold.

Definitions
Data Controller - means a person who (either alone or jointly or in common with other persons)
determines the purposes for which and the manner in which any personal data are, or are to be
processed, (e.g. for marketing activities).
Data Processor - in relation to personal data, means any person
(other than an employee of the data controller) who processes the data on behalf of the
controller, (e.g. for our Hosting services).

GDPR - What are we doing about it?

FAQ

“Where do you keep my data?”
The data is held in a secure data centre's in the UK, and your data will never leave the EU. It is not held
on any of our laptops or in our office.
“Are you systems protected with SSL?”
Absolutely.
“What about data encryption?”
Everything is encrypted in transport, and then your security data is encrypted in the database. We use
256-bit encryption algorithms and 2048 character keys.
“Do you allow everyone in your team access to our data?”
No. Only people with a valid reason can access your data.
“Would you sell our data to other companies?”
No. Despite the fact that it is illegal, it would be completely wrong, so we will never do this.
“Do you backup our data?”
Throughout the day, and every day, including weekends. Then it gets securely transferred out to
somewhere safe and secure - just in case. Even fewer people can access the backups than can access
the server.
“Do you get penetration tested?”
Yes, and we view it as a positive thing. The results of the last test have demonstrated that it was
impossible to access our systems without valid credentials.
“What if the server crashes?”
Currently our infrastructure is designed to allow one or more of our databases, or front-end servers, to
crash without any ill-effect on the performance of the application. This allows us to carry out
maintenance and install new hardware without the need for downtime.
“How reliable are your systems?”
In a word, very. Our redundant infrastructure design, the robust security, and 24/7 monitoring all
mean that our systems are incredibly reliable.
“What if I have any other worries?”
I hope that this document has mitigated your concerns about the security and, more than anything
else, I hope that I have managed to convey the fact that we take the security of your information very
seriously and that it is a personal passion of mine.
Jonathan Cutting
Infrastructure Director
Enable Technologies.
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